P

CTYyN/IEHUM

npe

nbep

4
A

EeHUA

pLu

(al)

o



CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

1/
v/ “ 32 2023 - 2,6 MAH. py6neii NMopTper XXEPTBbI
Q 3a 2024 — 6onee 1,4 mnH. pybnen
KubepnpecrynHuka

ExxeHepenbHo okono 380 npectynneHumn

o
TpeTbAa yacTb peructpupyetca 8 MUHcCKe 0 MEHLWHG (604)
o
Cambim BO3pacTHbIM NoTepnesLwnm no 86 ner, oT 31 no 45 net (33;24)

OHW YCTaHOBWUJ/TU NPUNOKEHUNE

A TpyaoycTpoeHbi

C BbiClLMM o0bpa3oBaHuem (40%)

Kon-so npecTyniieHuit 8 cTpaHe

30000

- Cnocobbl coBepLieHUn
20000 — 18321 MoweHHunyecTea 60%
15000 o | XuweHna umyllecrtsa, nytem moampukauum komn. uHe. 30%
10000 n I I He3akoHHbIM 060pOoT cpeacTs nnatexa 4,1%
000 000 das0 a4t 399 A HecaHKLUMOHMPOBaHHbIN AOCTYN, YHUHTOXEHME,
momn m 1 ] 6noknpoBaHue, moandukaumsa n nHble 3,9%

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 BbIMOI-aTeanTBa 3 3%
7
3aBelo0MO /10XKHOe coobuleHne 06 onacHoctn 1,6%



VI HTEpHET-M Olll EHHMUECTBA M XM €HMS C UCIIOJIBR0BAHUEM CETU
VI HTepHeT coCcTaryidan T bojiee 90% OT BCeX KMOEePIIPeCTYIJIeHUIM

PexistaMa B MeCcCeHaXepax,

CoO0BII eHMe B COlLICeTHEX

Bnagenbubl caMu nepesogaT
AEeHbIN 33 HecyLeCcTBYOLWMIN ToBap,
aosepss pekname B VIHTepHeTe,
NnNn nocne coobLeHns (TEKCTOBOIO
NNW rofloCoBOro) C Npocbbowm
POACTBEHHNKA UMK 3HAKOMOro U3
coLuanbHOU CeTwu..

J OCTyIl K aKKAYHTY

[Nocne 3aBnageHnss ogHUM
aKKayHTOM MOLLUEHHWKN C HEro
paccbinaloT ApYrMM KOHTaKTam
denKoBbI € rofocoBLIE UK
TEKCTOBbIE COOOLLEHUNS C
npocbbon NepeBecTn AeHbIN.
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3BOHOK B MeCCeHIaXepe

M ot eHHMKM [1PEeCTaBIIA TCA
COTPYAHUKAMU
NpaBOOXPaHUTENbHbBIX OPraHoB,
GaHKOBCKMX OpraHn3aunm,
paboTHMKaamMn onepaTopoB CBA3N,
POLCTBEHHUKAMM.

YOexnawn T YCTAHOBUTDb
nporpaMmmHoe obecneveHue,
NONYYNTb KpeauT, NepeEBECTN AEHbIN
Ha «3alUULLEHHbIN CYETY.

[IonyyeHne nepCoOHaNbHE X
OAHHBI X

O U MHT nogaenbHble canTbl
6aHKOB, KpUNTOBMPX UK
MOBUNbHBLIE NPUITOXEHUSA
ornepaTopoB CBA3MW.

[MTonyymB nNuyHbIE JaHHbIE UNN
AEHbIM, NOXMLLAIT UX.



CyTb CXeMb

MOLLEHHWNKM NpeacTaBnaATCA COTPYAHUKaMMU
NpaBoOOXPaHUTENbHbBIX OpraHoB, PabOTHUKaAMM
OaHKa, onepaTtopoB CBSA3W UM FOCOPraHoB.

Mcnonb3yloT NCUXonornyeckmne yrioBKu, UrparoT Ha
YyyBCTBaX, CHa4ara yrpoxatoT unm coobLLatoT o
npobneme, NOTOM npeasiaratoT NOMOLLb B ee
PELLEHUMN.

YbexnatT yCcTaHOBUTL NporpamMmHoe
obecne4yeHne 1 nepegaTb Ko perncrtpaunm, unm
NoONy4YnTb KPeauT N NepeBecTn AEHbIV Ha

“3alUULLEHHbIN” CYET.

Pecnybanka beaapycs
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, BO6pbINA AeHb.
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| Kak obcrosaT Bawm nena?

sy Xopowo

Bbl no kakomy sonpocy?
| Csamu censanca?
Her. 1 He 3HaI10,KTO 3TO

|1 Cei4ac NpoOXoaUT NPOBEpKa Haluen
opraHnsaymi, KT0-10 M3 COTPYAHMUKOB
NOAO3PEeBaeTCA B CNOHCHMPOBaAHWUU
Teppopu3Ma, Kakue-TO NEPEBOALI, CaMm
TONKOM HMUYEro He NOoHAN, C BaMK GyﬂeT
CBA3bIBATHCH

3T0 COTPYAHUK
, 6yaer

3a[iaBaThb BONPOCHI Ha KOTOPbLIe HY>XXHO
OTBETUTD.

[eno cepbéaxoe, Npueaxany nNoau u3
KOMWTETA, NPOCbOa HUKOMY U3
COTPYAHWUKOR He COoBLIaTL AaHHYIO
UHPOPMALMIO, KOMY HYXHO cooBunTh
cAenaro 3Te NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobWuUTe MHe, XOPoLwo?

152600 G -7 -

"

& / Uf WpuHa Hukonaesa o

9 pespann
Hatanos HukonaeeHa, 4o6pbIi AeHb.

Lo6phii aeHs, UpuHa BnaguMuposHa.
1439 &

Kak o6cToaT sawm gena?

Bce HopmanbHo. YT0-To chydmnocs?
1442 W

370 3amevaTenNbHo, ¢ Bamu Hosaw
cenAsbiBanca?

He NoMHI0 TaKoro...9T0 KTO TaKOW? 445

Cenvac NpoxoAuT NpoOBepKa Haluero
y4ebHOro 3aBefeHuns, KTO-TO 13
COTPYAHUKOB NOAO3PEBaeTcA 8
CNOHCUPOBAHUM TEPPOPU3MA, KAKUE-TO
nepesoAbl, CaMa TOKOM HUYEro He
noHana. Noka nonpoLy Konieram HU4Yero
He roBopUTL., KoMy HY)XHO ByaeT coobuwmTs
CAeNao 3T0 IMHHO

C samu cBaxeTca HoBaw Anekcein
Bnagumuposuy, 310 cotpyaruk KMk
KOTOPbIW 3aH1MMaeTcA aTum aenom. byager
3afaearb BOMpOCHI.

0, born! Kakue nepesoabi? Xopowo..
14:48 &

Korga no3soHAT, coobWMTE MHE.

-

MpuBer 7530 2

Al 3aBTpa BepHy
ECTb 2020
3auem Tebe? 2030
Cnacuéo

[a MHe onnarnTb Hago, a Ha KapTe
HUYero Het

5208 1300 0020 2

fl 33 KOMUCCUIO BEPHY

Ha komuceuto nopur 20,31

Hanuwu kak npuayT 2031w
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CyTb CXEMbI

MoLLeHHWNKM co3aatoT noaaerbHble
canTbl KpUNTOOUPXK UMK
MHBECTULMOHHBIX NnaTdopmM.

PasmeluatoT peknamy B VIHTepHeTe.

MoabICKMBAIOT 3aMHTEPECOBaHHbIX B 3BOHOK OT KypaTtopa (Tpenaepa)
NaccyBHOM [OXOAE Ntofei, roToBbIX C NPEANOKEHNEM BIOKUTD

§ NeHbrn B UHBeCcTUUUn. MHoraa
0) Rz VIK: w
BRIOKMTE peabHLe ACHLI B O VKOBYI0 MOMKET BbITb NO MOBUILHOM CBA3MN.
6upxy, AKOObI NOA «PYKOBOACTBOM

KypaTtopay.

Ha aerie OKa3blBaeTCA, YTO 3apa60T0|<,
BVI,EI,VIMbIVI Ha 3KpaHe, BCEro Jinb
HaPMCOBAHHEIN.

OTKAMK Ha peknamy 1 3anosHeHue
dopmbl 0bpaTHOM CBA3MW.

[Mpu NnonbITKE BbIBOAA AeHer ¢ bupxu
HeobxoaAMMOo OonNaTUTb B3HOCHI,
HaN0rM, KOMUCCUIO, NOLLNNHY

N NPoYUE NNaATEXKMN.

INerkunx neHer HE BbIBAET.
Peknama nHBectuuuim pabotaet
No NPUHUMUNY oMHaAHCOBOW NMpamMnabl.




[MPUMEPBI NOAAE/IbHbIX NNTATGOPM

=
ALIDCAD +
Mo4yemy 3TO BbIrOgHO YTo HYXKHO caenaTthb, 4Tobbl HauaTh
Ans o6bIYHBIX rpaXkAaH sapabaTbiBaTh € Fasnpom MHBecT yXxe
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[oXA3TECA 3B0HXE OT KOHCYNETSHTE komnarmy Faznpom MssecT u noaTeepamT:
L] perncTpaumwo

ik W OnnH u3 CaMbX ROXORHEX KTHEOR
) ! . - - R et BusSpars Kenaemylo Cymmy #3 CHET 4 ke vepes 30 aRel nonyuMTs NEpesii A0X0R.
OTRTHE HoaN QD m e s SIS BucTpL BHIB0R CPEACTE Ha NGYI0 KapTy
- ‘e . « » . o e - .“ e . =t o
GOOUSD QO00USD 000 VSO 000USD  OUSD po
Mel NpHHADY DELUSHIE OTKDEITS ROC sce
\ rpaxpak Benapych, nockonkky sTo anR
Maznpowa, Tak W 3nA Genopyccos.

[eno & TOM, UTO H3 A3HHEW MOMEHT DOCCHMCKRA r32
CTIHOEWTCA CaMbi BOCTRES0EaHHEM #3 MMpoBOM peikke. Bo
ECSX CTPSHIX MNP CTPEMHTENSHO PACTET CNPOT K3 Ero
noxyncy. Mo 3TO# NPILMKE ME! PEWNN YBENHUMTS 05 beMEl
MPOMIB0RCTES F333 & 4 P3z3 M NPUENEYS NIOAEN 0O BCEY
Benapych & £3UecTes WHBECTODCE.

Mockonsky UEHE HE ra3 c2iNac BuICToO MEHAKTCR, ECe, KTO
YY3CTEYIOT B NpoekTax T33npoMa, NONYUaKT B CPEaHeM no
$200-32,500 a0x0R3 SHEMECAUHO.




CyTb CXeMb

MoOLLUEeHHMKM CO34at0T akkayHTbl B COLICETAX U Ha
TOProBbIX NroLlaaKkax.

4 by.konfiskat

57

37 20,5 TbIC. 0
Ny6aukaumm Mognucumku Moanucku

2ceccyapbl
5590 g0 19:00 -

PasmeLwiatoT poTo TOoBapa Nno 3aHMKXEHHOM CTOMMOCTMW.

A noa pasnuyHbiMn npegnoramun yoexaarot nepeBecTu
OEHEeXHble cpeacTBa B Ka4ecTBe MOJSIHOM UMM YaCTUYHON
npegonnarol.
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lNMpoBepLTe cyllecTBOBaHNE MarasnHa, NO3BOHUB NO
Gernopycckomy HomMepy,

BepxHsas ... KI‘IMe_;{-TbI... KnueHTbl... 3uma
& O Y
OLIeHWUTe AaTy co3AaHUsA aKKayHTa u o i

HaCTOPOXUTEeCb OOoNbLUMM KONMNYEeCTBOM
noaAnMMCYNKOB 3a KOPOTKOEe BpeMHs.




POULINHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepPCoOHabHbIMU AAHHbIMMU,
MCNOAb3YyA Noaae N bHble CTPaHULbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOoAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT UK NPU
NOKyNKe «bnnetos» Ha GULINHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

DTUMUN AAHHbIMU 3aBNAAEBaAOT MOLUEHHUKU
N COBEpPLUAIOT XML EeHUe JeHeXHbIX CpeacTs.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaUMOHA/IbHOM CermeHTe
NHTepHeTa —

NOMEHHOMU 30He «BY».

BCEIFAA NPOBEPAUTE
AIPEC CTPAHMULIbI,
rOE BBOOUTE
NNYHbIE AAHHDIE.



& E‘l Cucrema «Mnteprer-Banknnr: X Cucrema «MIHTepHeT-BankuHrs |

. 1 O B A >O 8 https://asb24-ibank.com

B\ VHTEPHET-BAHKUHT v/ :
4375 17 218.84.31 https://a5b24‘|bankncom
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Axuant

B Bonswod rearp co
croneon no kapre Visy >

Visa Extra

€ xaproxson Visa

< " Benapytbams moxso
W nomyveTe 10 pyB. wa

nOKyTIE 8 MoTMME

WA RIMNEX

- - MHTepHeT-appec
ochuumanbHOMU
Yeaxaemuie knuenTei, Gyasre SanTensHu! CTpa HULLbI

Bxoa B ciucremy «MHTepHET-BIHKMHD OCYWeCTRNRNTE C

| ODUUHANLHOFD CaWTa GIHK3, HE NEPEXOMTE N0 NOACIPUTENL HLIM htt ps: /libank.asb. by[

OOk NI

Benapychawa
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NMNOJNIb3YUCH BE3OMNACHO

)

https:// 6aHk
https:// nocraska

)

20, & 4G
Monb3yiTecb MOGUNbHBIMU NPUIOKEHUAMMU BaHKa

Mepexoaute B MHTEPHET-6aHKUHI TONBKO € 0PMLMANbHOrO canTa
GELTE]

MpoBepsaunTe agpec MHTEpHET-0aHKWHIa B aApeCHOU CTPOKe, Mexay
nocneaHen TOYKOM U NepBOil HAK/IOHHOM YePTOM AOMKHO ObITb

TonbKo Tak .by/

AKTUBUPYHTE Ha KapTe, UCNONb3yeMOK ANS OHNAWH-NAATEXEN,
ycnyry 3-D Secure (noaTeepxaeHue nnarexxen SMS-koaom)

He nepexoaourte B MHTepHeT-ﬁaHKMHI’ no CCbIZIKaM B NOUCKOBbIX
cucremMax

G HBOTUBGACACTBMIO He ucnonb3yiite SMS-Koabl OT 6aHKa M KOA ¢ 060POTHOI CTOPOHbI

KapTtbl AN noay4eHus AeHEeXHbIX CpeacrTe
YBA BUTEBECKOIO

S OKOMA He nepexoauTe no ccbikam U3 coobLLEHUI ANA A0CTYNa K
UHTEpPHET-6aHKUHIY U MHBIM CepPBMCaM UK yCayram




deHexHble nepeBoAabl

MolwueHHuKU nog
pasnn4HbIMK Npeanoramm
“BbITArMBANOT” U3 XKEPTB
AEHbIN.

PenKoBble Mara3uHbl
npegnaratoT NepeBecTun
npegonnarty 3a ToBap Ha
cuyet unu bIK.

Koobl s coobwweHumn

UundpoBbie koabl n3
CMC B COBOKYNHOCTM C
ApyrmmMn gaHHbIMU
npenoCTaBnsaoT JOCTYN
K cepBucam u, B
HEeKOTOPbIX Cryyasix,
AaloT BO3MOXHOCTb

0POPMUTb OHJIaNH-

KpeawT.

JInyHbIe gaHHbIe

OrpaHunykTe
pacnpocTpaHeHue
JINYHbIX AaHHbIX
MoLUEHHMKN UCnonb3yroT
HenpoCceTn 1 co3garT
avn-gerkn (ronocosble

NN BUAEON306paKeHus).

OGnayHble naponu

K pa3HbIM cepBucam
pasHble naponu
CocTtaB napons

MeHenxep naponeu
O6nayHble naponum
(aByxdpakTopHas
ayTeHTudukaumsa) K
cepBucam.




CyTb CXeMb

3aKknto4vaeTca B TOM, YTobbl co3aaThb
HebnaronpmATHYO 0O6CTaHOBKY rocopraHam,
HapPYLLUTb PEXUM UX paboTbl UM OTOMCTUTD

TpeHA, pacnpoCTpaHAETCA B MONOAEXKHON Knbepcpeae.

cBoemy obua4vmnKy, co3nas ana Hero npobnemol

C NPaBOOXPaHUTE/IbHbIMW OpPraHamum.

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycMmatpuBaeT BNAOTb A0 7 ner
nuweHusa csoboapbl.

@

45

Unbs Q a

PIMDIVIV I UV U WINU I S U

OTBETCTBEHHOCTb

He Mano .51

Ecnu ¢ 16 unn 18 10 HOpM

>

WUnbs 3
Ecnn ¢ 16 unm 18 1o HOpM

o 7 net 16:52 W/

C14 1g:55

HanucaHo 7 net 310 MakCUMyM ;.55

MWHUMYM WTpad ;o5



Aponbl — ntoau, npeaocTaBasowme
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOYHbIE CYETA NPOBOAUNUCD
NOXULEHHbIE AEHbIN.

[1nA noucKa AponoB MOLLUEHHUKHK
pa3meLLatoT pasinyHble
06bABNEHMA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawunx no 6aHKOBCKUM cyeTam
AeHer HeECyT Bnajde/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Uropb 3yes

MHHNCTEPCTBO TPYAa M COLMA...
=== % BHUMaHWe, MOLIEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINOMHEHUs pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoam ans pacnakoBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B JIC no nosoay

pab6otb! Muwwute

croga:(@

Deleted Account

Liucdposas rpamoTHOCTL
BukTopuHa
CpOYHO HYXXHbI NHOAN Ha
BakaHcuto "TaiHbI NnokynaTtens"
ctaBka 75K B mecsl. Nucatb
cropa:(@

=
Ownaxa KypauHa

CEB| Liudposas rpamoTHOCTL
MaTs MoLeHHUYeCcKue Cxembl € UC...

HyXHbl ntoau Ana peknambl.
Onnata ot 50 000 B mecsU.
MuwwuTe croga:[@

TxeDcVI cpr

Uundposan rpaMoTHOCTb

BUKTOpPUHA
Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHon
onnatou Tpyaa. Nucatb
cropa:@

NaNa Suliman Y& @3l

MuHucTepCcTBO TpyAa 1 coyuna...
=== % BHMMaH1e, MOLIEHHUYECKa...

HY>XHbI yNn4Hble
cdoTtorpadsl, onnata 300-500
pybneu 3a ¢oto. Nucatb

croga:@

BN Deleted Account ‘J::i\
22
MuHucTepcTBO TpyAa M couma... N
=== % BHUMaHWe, MOLIEHHWUYECKa... =

- CPO4YHO HATIAPY HACOB

. 3t 3A 34ACA 5.000 TbiCAY
HA PYKW 3¢ TIJTTATUM CPA3Y
~ [10 OKOHYAHWIO CMEHDbI «
0 MNuuwwure! <@




[TopAa0oK OCyLLEeCTBNAEeHUs

CAENOK C KPUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHUn unMppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
6enopyCCKUX KPUNTOBMpPIKaX, ABASIOLLMUXCS
pesnaeHTamu MapKa BbICOKMX TEXHONOTUIA.

ObmeHMBaTb TOKEHbI Ha ApYyrme TOKeHbl Ha
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN.

SANPELLERO

[MoKynaTb MK NPoAaBaTh TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACTBa
Ha MHOCTPAHHbIX KPUNTOBMpPrKax

Ny GU3NYECKUX NLL.




byabte 6auTeNnbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb Balun AeHbrn!

[ NnaBHOEe ynpaBneHue

No NPOTUBOAENCTBUIO KNOEepnpecTynHOCTH
KPUMMHASTIbHON MUNULMN

MBL Pecnybnukn benapyce.




